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(54) IDENTITY AUTHENTICATION SYSTEM 

(57) Abstract: 

PROBLEM TO BE SOLVED: To provide an identity 
authentication system capable of performing 
identity authentication based on both the 
collation of data peculiar for a person and 
the collation of biological data ( fingerprint 
data) with simple operation. 
SOLUTION: The identity authentication is 
performed by a data communication equipment 1 
for transmitting ID data and fingerprint data 
in a storage part 10 through two electrodes 20 
and 30 located while facing the body of the 
person and an authentication device 2 for 
acquiring the ID data and the fingerprint data 
from a received signal through a receiving 
electrode 70 for receiving the signal from the 
data communication equipment 1 when the person 
touches the device, reading the fingerprint 
data of that person by having a fingerprint 
reading part 100, and performing the collation 
of the ID data and the collation of the 
fingerprint data. 



i — — — 

LEGAL STATUS 

[Date of request for examination] 



2H-. 




^30 



iiBi 



70 



M 
B 









*r 


m 












at 










nr 










i 







too 



15.07. 2002 



2005/10/13 14:30 



Searching PAJ 



http://wwl9jpdl.ncipi.gojp/PAl/result/detail/niain,. 



[Date of sending the examiner's decision of 13.07.2004 
rejection] 

[Kind of final disposal of application other 
than the examiner's decision of rejection or 
application converted registration] 

[Date of final disposal for application] 

[Patent number] 

[Date of registration] 

[Number of appeal against examiner's decision 
of rejection] 

[Date of requesting appeal against examiner's 
decision of rejection] 

[Date of extinction of right] 

Copyright (C) ; 1998,2003 Japan Patent Office 



2005/10/13 14:30 



[P,2002-074365,A [CLAIMS] 



http : //www4 . ipdl . ncipi . go op/cgi-bin/tran_web_cgLe jj . . 



* NOTICES * 

JPO and NCIPI are not responsible for any 
damages caused by the use of this translation. 

1. This document has been translated by computer. So the translation may not reflect the 
original precisely. 

2. **** shows the word which can not be translated. 
3. In the drawings, any words are not translated. 



CLAIMS 



[Claim(s)] 

[CI aim 1] In an authentication system collating of people's proper data, and collating of said 
man's living body data — him — him who attests — The storage section which memorizes the 
fingerprint data as said man's proper data, and said man's living body data, two electrodes 
arranged so that said man's body may be faced — this — with the 

electricaI 7 potential-dif ference impression section which impresses an electrical potential 
difference to inter-electrode [ two ] The data communication unit which has the control 
section which performs input/output control of the data of said storage section, and the 
modulation section which modulates the output signal from this control section, and outputs a 
modulating signal to said electrical-potential-difference impression section, The received 
electrode which receives the signal from said two electrodes, and the fingerprint read station 
which reads said man's fingerprint, While collating the electrical-potential-difference 
detecting element which detects the input signal of said received electrode, the recovery 
section which restores to the input signal detected by this electrical-potential-difference 
detecting element, and said proper data outputted from this recovery section and the 
registered proper data him who is characterized by collating said fingerprint data outputted 
from this recovery section, and the fingerprint data outputted from said fingerprint read 
station, and providing the authentication equipment which has the operation part which attests 
said man by the collating result of said proper data, and the collating result of said 
fingerprint data — an authentication system. 

[CI aim 2] The electrical-potential-difference impression section which impresses an electrical 
potential difference between said received electrodes and circuit glands of said 
authentication equipment in said authentication equipment, the modulation section which 
modulates the signal from said operation part and outputs a modulating signal to this 
electrical-potential-difference impression section — adding — said data communication unit 
— setting .— said two inter-electrode electrical potential differences of said data 
communication unit — or While adding the electrical-potential-difference detecting element 
which detects the electrical potential difference of Hazama of one electrode of one of said 
two electrodes, and the circuit gland of said data communication unit, and the recovery 
section which restores to the signal detected by this electrical-potential-difference 
detecting element The he authentication system according to claim 1 characterized by having 
added the function to input the recovery data from this recovery section into said storage 
section to said control section, and enabling transmission of the data of said authentication 
equipment to said data communication unit. 

[CI aim 3] The he authentication system according to claim 1 or 2 characterized by preparing 
the constant current control section which controls said electrical-potential-difference 
impression section to become a predetermined value in said data communication unit about the 
amount of currents which flows to inter-electrode [ said / two ]. 

[Claim 4] The he authentication system according to claim 1 to 3 which it is the optical 
fingerprint read station in which said fingerprint read station reads a fingerprint with an 
optical means in said authentication equipment, and said received electrode is a transparent 
electrode, and is characterized by reading a fingerprint by said optical fingerprint read 
station through this transparent electrode. 

[Claim 5] The he authentication system according to claim 1 to 4 characterized by being data 
with which the fingerprint data in said storage section were compressed. 
[CI aim 63 The he authentication system according to claim 1 to 5 characterized by the 
fingerprint data in said storage section being simplified data in which the description of a 
fingerprint is shown. 
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[Claim 7] The he authentication system according to claim 1 to 6 characterized by being data 
with which the fingerprint data in said storage section were enciphered. 



[Translation done.] 



/2 



2005/10/13 14:31 



fP,2002-074365,A [DETAILED DESCRIPTION] 



http://ww4.ipdl.ncipi.go.jp/cgi-bin/tran_web_cgi_ejje 



* NOTICES * 

JPO and NCIPI are not responsible for any 
damages caused by the use of this translation. 

1. This document has been translated by computer. So the translation may not reflect the 
original precisely. 

2. **** shows the word which can not be translated. 
3. In the drawings, any words are not translated. 



DETAILED DESCRIPTION 



[Detailed Description of the Invention] 
[0001] 

[Field of the Invention] both biometrics according [ this invention ] to a fingerprint, and 
collating of individual proper data, such as ID data, — him -- him who attests — it is 
related with an authentication system. 
[0002] 

[Description of the Prior Art] it is represented by the ATM card — as — the former — him — 
the combination of a magnetic card and a recitation number is well used as a means which 
attests. However, comparatively simply, since reading is possible, forgery of a card is easy 
to be performed and a recitation number may also try to be stolen by the data recorded on the 
magnetic card at the time of an input. Moreover, since the personal identification number is 
using numeric values which he tends to memorize, such as a birthday, in many cases, a guess is 
also easy to be carried out. For this reason, it has been the problem that the criminal damage 
by systematic card counterfeiting is big. 

[0003] Then, the memory card called the IC card in which the access restriction to a data 
encryption or data is possible has appeared. However, also in the case of an IC card, the 
theft of the real card is carried out, and the damage by so-called "spoofing" at the time of 
being used for others cannot be prevented. 

[0004] on the other hand — him — as the completely different means of authentication — 
every living bodies, such as recent years, a fingerprint, a voiceprint, and a retina, — the 
description of a proper — using — him — the biometrics (biometrics) which attest have been 
used, since "spoofing" is not made in biometrics — him — it is effective as a means of 
authentication, him who used the fingerprint also in it especially — authentication precision 
is boiling an authentication system markedly and is improving, and since low-pricing is also 
progressing, the use range is expanding it. 

[0005] however, him by biometrics — since there is much (2) amount of data with it difficult 
[ to make the rate of (1) he refusal and the rate of others acceptance into zero ], there is a 
problem of ** which cannot perform an exchange of (3) data which require time amount for 
authentication processing in an authentication system, then, him who compensates a mutual 
fault and suits by using both data collatings and biometrics using an IC card — the 
authentication system is proposed. 
[0006] 

[Problem(s) to be Solved by the Invention] however, him using both data collatings and 
biometrics using an IC card — in an authentication system, in order to attest, it is 
necessary to perform separately completely different actuation of actuation of data collating 
in which the IC card was used, and the actuation for biometrics, and takes time and effort 
very much. 

[0007] him this invention is what was made in view of the above-mentioned reason, and the 
place made into the purpose is easy actuation, and according to both people's proper data 
collating and living body data collating — him who can attest — it is in offering an 
authent ication system. 
[0008] 

[Means for Solving the Problem] In order to attain the above-mentioned purpose, invention 
according to claim 1 In an authentication system collating of people's proper data, and 
collating of said man's living body data — him — him who attests — The storage section 
which memorizes the fingerprint data as said man's proper data, and said man's living body 
data, two electrodes arranged so that said man's body may be faced — this — with the 
electrical-potential-difference impression section which impresses an electrical potential 
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difference to inter-electrode [ two ] The data communication unit which has the control 
section which performs input/output control of the data of said storage section, and the 
modulation section which modulates the output signal from this control section, and outputs a 
modulating signal to said electrical-potential-difference impression section, The received 
electrode which receives the signal from said two electrodes, and the fingerprint read station 
which reads said man's fingerprint, While collating the electrical-potential-difference 
detecting element which detects the input signal of said received electrode, the recovery 
section which restores to the input signal detected by this electrical-potential-difference 
detecting element, and said proper data outputted from this recovery section and the 
registered proper data It is characterized by collating said fingerprint data outputted from 
this recovery section, and the fingerprint data outputted from said fingerprint read station, 
and providing the authentication equipment which has the operation part which attests said man 
by the collating result of said proper data, and the collating result of said fingerprint 
data. 

[0009] Invention according to claim 2 is a he authentication system according to claim I, and 
is set to said authentication equipment. Add the electrical-potential-difference impression 
section which impresses an electrical potential difference between said received electrodes 
and circuit glands of said authentication equipment, and the modulation section which 
modulates the signal from said operation part and outputs a modulating signal to this 
electrical-potential-difference impression section, and it sets to said data communication 
unit, said two inter-electrode electrical potential differences of said data communication 
unit — or While adding the electrical-potential-difference detecting element which detects 
the electrical potential difference between one electrode of one of said two electrodes, and 
the circuit gland of said data communication unit, and the recovery section which restores to 
the signal detected by this electrical-potential-difference detecting element It is 
characterized by having added the function to input the recovery data from this recovery 
section into said storage section to said control section, and enabling transmission of the 
data of said authentication equipment to said data communication unit. 

[0010] Invention according to claim 3 is a he authentication system according to claim 1 or 2, 
and is characterized by preparing the constant current control section which controls said 
electrical-potential-difference impression section to become a predetermined value about the 
amount of currents which flows to inter-electrode [ said / two ] in said data communication 
unit. 

[0011] It is a he authentication system according to claim 1 to 3, and in said authentication 
equipment, it is the optical fingerprint read station in which said fingerprint read station 
reads a fingerprint with an optical means, said received electrode is a transparent electrode, 
and invention according to claim 4 is characterized by reading a fingerprint by said optical 
fingerprint read station through this transparent electrode. 

[0012] Invention according to claim 5 is characterized by being a he authentication system 
according to claim 1 to 4, and being data with which the fingerprint data in said storage 
section were compressed. 

[0013] Invention according to claim 6 is characterized by being a he authentication system 
according to claim 1 to 5, and the fingerprint data in said storage section being simplified 
data in which the description of a fingerprint is shown. 

[0014] Invention according to claim 7 is characterized by being a he authentication system 
according to claim 1 to 6, and being data with which the fingerprint data in said storage 
section were enciphered. 
[0015] 

[Embodiment of the Invention] him who starts the gestalt of operation of this invention 
hereafter — an authentication system is explained based on drawing 1 thru/or drawing 5 . 
[0016] drawing 1 — him of the gestalt of operation of the 1st of this invention — the block 
diagram showing an authentication system — it is — drawing I (a) him — the block diagram 
and drawing 1 R> 1 (b) which show the data communication unit of an authentication system — 
him — it is the block diagram showing the authentication equipment of an authentication 
system. 

[0017] As shown in drawing 1 (a), a data communication unit 1 The storage section 10 which 
memorizes the fingerprint data as a user's proper data (ID data) and this user's living body 
data, The electricai-potential-di f ference impression section 40 which impresses an electrical 
potential difference between the electrode 20 and electrode 30 which have been arranged so 
that a user's body may be faced, and this electrode 20 and an electrode 30, It comes to have 
the control section 60 which performs input/output control of the data of the storage section 
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10, and the modulation section 50 which modulates the output signal from a control section 60, 
and outputs a modulating signal to the electrical-potential-difference impression section 40.' 
As shown in drawing 1 (b), moreover, authentication equipment 2 The received electrode 70 
which receives the signal from the electrodes 20 and 30 of a data communicat ion uni t 1, The 
fingerprint read station 100 which reads a user's fingerprint, and the 
electrical-potential-difference detecting element 80 which detects the input signal of the 
received electrode 70, While collating the recovery section 90 which restores to the input 
signal detected by the electrical-potential-difference detecting element 80, and said ID data 
(ID data memorized by the storage section 10 of a data communication unit I) outputted from 
the recovery section 90 and ID data registered beforehand Said fingerprint data (fingerprint 
data memorized by the storage section 10 of a data communication unit 1) outputted from the 
recovery section 90 and the fingerprint data outputted from the fingerprint read station 100 
.are collated. It comes to have the operation part 110 which attests a user by the collating 
result of ID data, and the collating result of fingerprint data. 

[0018] Here, the part of the arbitration a user's body is equipped with a data communication 
unit I, and as above-mentioned, electrodes 20 and 30 are installed so that a user's body may 
be faced. Authentication equipment 2 is touched by a user's Lord at a hand, the part or finger 
of a hand contacts the received electrode 70, and a user's finger contacts the fingerprint 
read station 100. 

[0019] Next, actuation of he authentication is explained. If a user touches the received 
electrode 70 and the fingerprint read station 100 of authentication equipment 2, in a data 
communication unit 1, a user's ID data and fingerprint data which are memorized by the storage 
section 10 will be outputted by the control section 60, this output signal will be modulated 
in the modulation section 50, and this modulating signal will be transmitted through the 
electrical-potential-difference impression section 40, an electrode 20, and an electrode 30. 
With authentication equipment 2, the sending signal from a data communication unit 1 is 
received by the received electrode 70, this input signal is detected as a voltage signal by 
the electrical-potential-difference detecting element 80, it gets over in the recovery section 
90, and this voltage signal is inputted into operation part 110. On the other hand, in the 
fingerprint read station 100, a user's fingerprint data are read and this fingerprint data is 
also inputted into operation part 110. 

[0020] While collating ID data (ID data memorized by the storage section 10 of a data 
communication unit 1) contained in a sending signal from a data communication unit 1, and ID 
data beforehand registered into operation part 110 in operation part 110 It is outputted from 
the fingerprint data (fingerprint data memorized by the storage section 10 of a data 
communication unit 1) and the fingerprint read station 100 which are contained in this sending 
signal, and the ****** data inputted into operation part 110 are collated. Actuation which 
attests a user by the collating result of ID data and the collating result of fingerprint data 
is performed. 

[0021] thus, the gestalt of the 1st operation — setting — collating of ID data, and 
collating of fingerprint data — the mutual fault of a both collating means — compensating — 
suiting — him, while being able to prevent reduction and "spoofing" of the rate of refusal, 
or the rate of others acceptance Since the communication link which made the body the 
transmission line is performing transmission of ID data from the data communication unit 1 to 
authentication equipment 2, and fingerprint data, the effectiveness that data transmission can 
be performed only by a user touching the received electrode 70 of authentication equipment 2 
is done so. If the fingerprint read station 100 and the received electrode 70 are arranged in 
authentication equipment 2 so that it may approach mutually as especially shown in drawing 2 , 
a user can touch the fingerprint read station 100 and the received electrode 70 at 
coincidence, and can perform collating by ID data, and collating by fingerprint data to 
coincidence, therefore, collating according to ID data by very easy actuation and collating by 
fingerprint data — him — it can attest. 

[0022] In addition, if attached to radical Motohara ** which transmits data from a data 
communication unit 1 by making the body into a transmission line to authentication equipment 
2, it is the same as what is indicated by Japanese Patent Application No. No. 186005 [ 11 to ] 
by the applicant for this patent. 

[0023] moreover, him of the gestalt of this 1st operation -- an authentication system can be 
used for not only an alternative of an ATM card or a credit card but a close leaving 
managerial system, various keyless entry and a computer, the security of a personal digital 
assistant (a cellular phone is included), etc. 

[0024] drawing 3 — him of the gestalt of operation of the 2nd of this invention — a showing 
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[ an authentication system ] block diagram — it is — drawing 3 (a) — him — the block 
diagram and drawing 3 (b) which show the data communication unit of an authentication system 
-- him — it is the block diagram showing the authentication equipment of an authentication 
system. 

[0025] As shown in drawing 3 (a), a data communication unit 1 the 1st configuration of the 
gestalt ( drawing 1 (a)) of operation — the electrical potential difference between the 
electrode 20 of a data communication unit 1, and an electrode 30 — or While adding the 
electrical-potential-difference detecting element 45 which detects the electrical potential 
difference between one electrode of either an electrode 20 and the electrode 30, and the 
circuit gland of a data communication unit 1, and the recovery section 55 which restores to 
the signal detected by the electrical-potential-difference detecting element 45 The function 
to input the recovery data from the recovery section 55 into the storage section is added to a 
control section 60, and it enables it to receive the transmit data from authentication 
equipment 2. Moreover, said authentication equipment 2 adds the 

electrical-potential-difference impression section 85 which impresses an electrical potential 
difference between the received electrode 70 and the circuit gland of authentication equipment 
2, and the modulation section 95 which modulates the signal from operation part 110 and 
outputs a modulating signal to the electrical-potential-difference impression section 85 to 
the 1st configuration of the gestalt ( drawing 1 (b)) of operation, and enables it to transmit 
data to it from authentication equipment 2, as show in drawing 3 (b). 

[0026] According to the configuration of the gestalt of this 2nd operation, if a user touches 
the received electrode 70 of authentication equipment 2, various kinds of data held or 
registered in the operation part 110 of authentication equipment 2 will be modulated in the 
modulation section 95, and this modulating signal will be transmitted through the 
electrical-potential-difference impression section 85 and the received electrode 70 (here, it 
is used for transmission). In a data communication unit 1, the sending signal from 
authentication equipment 2 is received by an electrode 20 and the electrode 30 (here, it is 
used for reception), this input signal is detected as a voltage signal by the 
electrical-potential-difference detecting element 45, it gets over in the recovery section 55, 
and this voltage signal is inputted into the storage section 10 by the control section 60. 
That is, in addition to actuation of the gestalt of the 1st operation, data transmission from 
authentication equipment 2 to a data communication unit 1 can also be performed. In other 
words, two-way communication of data can be performed in a data communication unit 1 and 
authentication equipment 2. 

[0027] thus — since two-way communication of data can be performed — him — after attesting, 
the effectiveness that various data can be exchanged between a data communication unit 1 and 
authentication equipment 2 is done so. thereby — the exchange of important information, such 
as an exchange of cybermoney and an exchange of extra sensitive information, — certain — him 
— after attesting, it comes to be able to do and is safe for a user. Moreover, the 
fingerprint data which read initial registration of the fingerprint data in a data 
communication unit 1 (storage section 10) with authentication equipment 2 (fingerprint read 
station 100) can be performed by transmitting to a data communication unit 1. 
[0028] In addition, although he is trying to detect the electrical potential difference 
between the electrode 20 of a data communication unit 1, and an electrode 30 by the 
electrical-potential-difference detecting element 45, you may make it detect the electrical 
potential difference between the electrode of either an electrode 20 and the electrode 30, and 
the circuit gland of a data communication unit 1 with this operation gestalt. Moreover, if 
attached to radical Motohara ** which transmits data from authentication equipment 2 by making 
the body into a transmission line to a data communication unit 1, it is the same as what is 
indicated by Japanese Patent Application No. No. 339131 [11 to ] by the applicant for this 
patent. 

[0029] furthermore, him of the gestalt of the 2nd operation in which this bidirectional data 
transmission is possible — an authentication system can be used for various applications 
currently assumed with the IC card, such as a settlement system by cybermoney, an electronic 
license, and an electronic health insurance card. 

[0030] drawing 4 — him of the gestalt of operation of the 3rd of this invention — it is the 
block diagram showing the data communication unit of an authentication system. With this 
operation gestalt, the constant current control section 120 which controls the 
electrical-potential-difference value impressed to an electrode 20 and an electrode 30 is 
provided so that it may become the defined value with the amount of currents which flows 
between the electrode 20 of a data communication unit 1, and electrodes 30. The impedance 
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component of the interface of the body, the body, and an electrode changes with every 
individual and parts, and changes with conditions of the occasional skin also by the same 
person's same part. That is, even if it is performing the same electrical-potential-difference 
impression, the flowing amount of currents will change, and data communication becomes 
impossible when there are too much few the amounts of currents. Then, the difference by the 
individual, the part, a skin condition, etc. can be absorbed now by forming the constant 
current control section 120 which controls an electrical-potential-difference value so that it 
may become the defined value which has the amount of currents which flows between an electrode 
20 and electrodes 30 in the electrical-potential-difference impression section 40, and the 
data communication stabilized more becomes possible. Moreover, control of such an 
applied-voltage value is important also from a viewpoint of safety. That is, if not much many 
currents flow the body, since it is dangerous, the safety to the body is securable here by 
setting up the current value within safe limits in the constant current control section 120. 
[0031] In addition, although the constant current control section 120 is applied to the data 
communication unit 1 of the gestalt of the 2nd operation, you may apply to the data 
communication unit 1 of the gestalt of the 1st operation here. 

[0032] drawing 5 — him of the gestalt of operation of the 4th of this invention — it is 
outline drawing of the authentication equipment of an authentication system. Transparent 
electrodes, such as IT0 (Indium Tin Oxide: indium stannic acid ghost), are used for the 
received electrode 70 of authentication equipment 2, a fingerprint shall be read for the 
fingerprint read station 100 with an optical means, it arranges so that the received electrode 
70 may be piled up on the fingerprint read station 100, and he is trying to read a fingerprint 
by the fingerprint read station 100 through the received electrode 70 (transparent electrode) 
with this operation gestalt. thus, by carrying out, both collating of ID data and collating of 
fingerprint data make to coincidence only by a user putting a finger on the fingerprint read 
station 100 — having — him — it can attest. 

[0033] furthermore, in the gestalt of each operation of this invention, it is good also as the 
data which compressed the fingerprint data which the storage section 10 of a data 
communication unit 1 is made to memorize, or simplified data in which the descriptions of a 
fingerprint, such as etc., branching — breaking off — are shown. By doing in this way, the 
amount of data of fingerprint data decreases and the time amount which memory space not only 
decreases, but data communication takes can also be shortened now. Moreover, it is good also 
as data which enciphered fingerprint data. By doing in this way, security nature can be made 
high more. 
[0034] 

[Effect of the Invention] In an authentication system according to [ like / **** ] invention 
of this invention according to claim 1 — collating of people's proper data, and collating of 
said man's living body data -- him — him who attests — The storage section which memorizes 
the fingerprint data as said man's proper data, and said man's living body data, two 
electrodes arranged so that said man's body may be faced — this — with the 
electrical-potential-difference impression section which impresses an electrical potential 
difference to inter-electrode [ two ] The data communication unit which has the control 
section which performs input/output control of the data of said storage section, and the 
modulation section which modulates the output signal from this control section, and outputs a 
modulating signal to said electrical-potential-difference impression section, The received 
electrode which receives the signal from said two electrodes, and the fingerprint read station 
which reads said man's fingerprint, While collating the electrical-potential-difference 
detecting element which detects the input signal of said received electrode, the recovery 
section which restores to the input signal detected by this electrical-potential-difference 
detecting element, and said proper data outputted from this recovery section and the 
registered proper data Said fingerprint data outputted from this recovery section and the 
fingerprint data outputted from said fingerprint read station are collated, him according to 
both data collating and biometrics by easy actuation since the authentication equipment which 
has the operation part which attests said man by the collating result of said proper data and 
the collating result of said fingerprint data was provided — him who can attest — the 
authentication system was able to be offered. 

[0035] The electrical-potential-difference impression section which impresses an electrical 
potential difference between said received electrodes and circuit glands of said 
authentication equipment in said authentication equipment in invention according to claim 2, 
the modulation section which modulates the signal from said operation part and outputs a 
modulating signal to this electrical-potential-difference impression section — adding — said 
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data communication unit — setting — said two inter-electrode electrical potential 
differences of said data communication unit — or While adding the 

electrical-potential-difference detecting element which detects the electrical potential 
difference between one electrode of one of said two electrodes, and the circuit gland of said 
data communication unit, and the recovery section which restores to the signal detected by 
this electrical-potential-difference detecting element Since the function to input the 
recovery data from this recovery section into said storage section was added to said control 
section and transmission of the data of said authentication equipment to said data 
communication unit was enabled between a data communication unit and authentication equipment 
— the two-way communication of data — it can do -- him -- after attesting, the effectiveness 
that various data can be exchanged between a data communication unit and authentication 
equipment is done so. 

[0036] since the constant current control section which control said electrical potential 
difference impression section by invention according to claim 3 to become a predetermined 
value in said data communication unit about the amount of currents which flow to 
inter-electrode [ said / two ] be prepared , the difference by the individual , the part , a 
skin condition , etc. can be absorb now , and if [ both ] the data communication stabilized 
more become possible , the effectiveness that the safety to the body be securable will be do 
so . 

[0037] in invention according to claim 4, in said authentication equipment, since it is the 
optical fingerprint read station in which said fingerprint read station reads a fingerprint 
with an optical means, said received electrode is a transparent electrode and the fingerprint 
was read by said optical fingerprint read station through this transparent electrode, both 
collating of ID data and collating of fingerprint data make to coincidence only by a user 
putting a finger on a fingerprint read station — having — him — the effectiveness that it 
can attest is done so. 

[0038] In invention according to claim 5, since it is data with which the fingerprint data in 
said storage section were compressed, the amount of data of fingerprint data decreases and the 
effectiveness that the time amount which memory space not only decreases, but data 
communication takes can also be shortened is done so. 

[0039] In invention according to claim 6, since the fingerprint data in said storage section 
are simplified data in which the description of a fingerprint is shown, the amount of data of 
fingerprint data decreases and the effectiveness that the time amount which memory space not 
only decreases, but data communication takes can also be shortened is done so. 
[0040] In invention according to claim 7, since it is data with which the fingerprint data in 
said storage section were enciphered, the effectiveness that security nature can be made high 
more is done so. 
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TECHNICAL FIELD 



[Field of the Invention] both biometrics according [ this invention ] to a fingerprint, and 
collating of individual proper data, such as ID data, — him — him who attests — it is 
related with an authentication system. 
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PRIOR ART 



[Description of the Prior Art] it is represented by the ATM card — as — the former — him — 
the combination of a magnetic card and a recitation number is well used as a means which 
attests. However, comparatively simply, since reading is possible, forgery of a card is easy 
to be performed and a recitation number may also try to be stolen by the data recorded on the 
magnetic card at the time of an input. Moreover, since the personal identification number is 
using numeric values which he tends to memorize, such as a birthday, in many cases, a guess is 
also easy to be carried out. For this reason, it has been the problem that the criminal damage 
by systematic card counterfeiting is big. 

[0003] Then, the memory card called the 1C card in which the access restriction to a data 
encryption or data is possible has appeared. However, also in the case of an IC card, the 
theft of the real card is carried out, and the damage by so-called "spoofing" at the time of 
being used for others cannot be prevented. 

[0004] on the other hand — him — as the completely different means of authentication — 
every living bodies, such as recent years, a fingerprint, a voiceprint, and a retina, -- the 
description of a proper — using — him — the biometrics (biometrics) which attest have been 
used, since "spoofing" is not made in biometrics — him — it is effective as a means of 
authentication, him who used the fingerprint also in it especially ~ authentication precision 
is boiling an authentication system markedly and is improving, and since low-pricing is also 
progressing, the use range is expanding it. 

[0005] however, him by biometrics — since there is much (2) amount of data with it difficult 
[ to make the rate of (1) he refusal and the rate of others acceptance into zero ], there is a 
problem of ** which cannot perform an exchange of (3) data which require time amount for 
authentication processing in an authentication system, then, him who compensates a mutual 
fault and suits by using both data collatings and biometrics using an IC card — the 
authentication system is proposed. 
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EFFECT OF THE INVENTION 



[Effect of the Invention] In an authentication system according to [ like / **** ] invention 
of this invention according to claim 1 — collating of people's proper data, and collating of 
said man's living body data — him — him who attests — The storage section which memorizes 
the fingerprint data as said man's proper data, and said man's living body data, two 
electrodes arranged so that said man's body may be faced — this — with the 
electrical-potential-difference impression section which impresses an electrical potential 
difference to inter-electrode [ two ] The data communication unit which has the control 
section which performs input/output control of the data of said storage section, and the 
modulation section which modulates the output signal from this control section, and outputs a 
modulating signal to said electrical-potential-difference impression section, The received 
electrode which receives the signal from said two electrodes, and the fingerprint read station 
which reads said man's fingerprint, While collating the electrical-potential-difference 
detecting element which detects the input signal of said received electrode, the recovery 
section which restores to the input signal detected by this electrical-potential-difference 
detecting element, and said proper data outputted from this recovery section and the 
registered proper data Said fingerprint data outputted from this recovery section and the 
fingerprint data outputted from said fingerprint read station are collated, him according to 
both data collating and biometrics by easy actuation since the authentication equipment which 
has the operation part which attests said man by the collating result of said proper data and 
the collating result of said fingerprint data was provided — him who can attest — the 
authentication system was able to be offered. 

[0035] The electrical-potential-difference impression section which impresses an electrical 
potential difference between said received electrodes and circuit glands of said 
authentication equipment in said authentication equipment in invention according to claim 2, 
the modulation section which modulates the signal from said operation part and outputs a 
modulating signal to this electrical-potential-difference impression section — adding — said 
data communication unit — setting — said two inter-electrode electrical potential 
differences of said data communication unit — or While adding the 

electrical-potential-difference detecting element which detects the electrical potential 
difference between one electrode of one of said two electrodes, and the circuit gland of said 
data communication unit, and the recovery section which restores to the signal detected by 
this electrical-potential-difference detecting element Since the function to input the 
recovery data from this recovery section into said storage section was added to said control 
section and transmission of the data of said authentication equipment to said data 
communication unit was enabled between a data communication unit and authentication equipment 
— the two-way communication of data — it can do — him — after attesting, the effectiveness 
that various data can be exchanged between a data communication unit and authentication 
equipment is done so. 

[0036] since the constant current control section which control said electrical potential 
difference impression section by invention according to claim 3 to become a predetermined 
value in said data communication unit about the amount of currents which flow to 
inter-electrode [ said / two ] be prepared , the difference by the individual , the part , a 
skin condition , etc. can be absorb now , and i f [ both ] the data communication stabilized 
more become possible , the effectiveness that the safety to the body be securable will be do 
so . 

[0037] in invention according to claim 4, in said authentication equipment, since it is the 
optical fingerprint read station in which said fingerprint read station reads a fingerprint 
with an optical means, said received electrode is a transparent electrode and the fingerprint 
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was read by said optical fingerprint read station through this transparent electrode, both 
collating of ID data and collating of fingerprint data make to coincidence only by a user 
putting a finger on a fingerprint read station having — him — the effectiveness that it 
can attest is done so. 

[0038] In invention according to claim 5, since it is data with which the fingerprint data in 
said storage section were compressed, the amount of data of fingerprint data decreases and the 
effectiveness that the time amount which memory space not only decreases, but data 
communication takes can also be shortened is done so. 

[0039] In invention according to claim 6, since the fingerprint data in said storage section 
are simplified data in which the description of a fingerprint is shown, the amount of data of 
fingerprint data decreases and the effectiveness that the time amount which memory space not 
only decreases, but data communication takes can also be shortened is done so. 
[0040] In invention according to claim 7, since it is data with which the fingerprint data in 
said storage section were enciphered, the effectiveness that security nature can be made high 
more is done so. 
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TECHNICAL PROBLEM 



[Problem(s) to be Solved by the Invention] however, him using both data collatings and 
biometrics using an IC card — in an authentication system, in order to attest, it is 
necessary to perform separately completely different actuation of actuation of'data collating 
in which the IC card was used, and the actuation for biometrics, and takes time and effort 
very much. 

[0007] him this invention is what was made in view of the above-mentioned reason, and the 
place made into the purpose is easy actuation, and according to both people's proper data 
collating and living body data collating — him who can attest — it is in offering an 
authentication system. 
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MEANS 



[Means for Solving the Problem] In order to attain the above-mentioned purpose, invention 
according to claim 1 In an authentication system collating of people's proper data, and 
collating of said man's living body data — him — him who attests — The storage section 
which memorizes the fingerprint data as said man's proper data, and said man's living body 
data, two electrodes arranged so that said man's body may be faced — this — with the 
electrical-potential-difference impression section which impresses an electrical potential 
difference to inter-electrode [ two ] The data communication unit which has the control 
section which performs input/output control of the data of said storage section, and the 
modulation section which modulates the output signal from this control section, and outputs a 
modulating signal to said electrical-potential-difference impression section, The received 
electrode which receives the signal from said two electrodes, and the fingerprint read station 
which reads said man's fingerprint, While collating the electrical-potential-difference 
detecting element which detects the input signal of said received electrode, the recovery 
section which restores to the input signal detected by this electrical-potential-difference 
detecting element, and said proper data outputted from this recovery section and the 
registered proper data It is characterized by collating said fingerprint data outputted from 
this recovery section, and the fingerprint data outputted from said fingerprint read station, 
and providing the authentication equipment which has the operation part which attests said man 
by the collating result of said proper data, and the collating result of said fingerprint 
data. 

[0009] Invention according to claim 2 is a he authentication system according to claim 1, and 
is set to said authentication equipment. Add the electrical-potential-difference impression 
section which impresses an electrical potential difference between said received electrodes 
and circuit glands of said authentication equipment, and the modulation section which 
modulates the signal from said operation part and outputs a modulating signal to this 
electrical-potential-difference impression section, and it sets to said data communication 
unit, said two inter-electrode electrical potential differences of said data communication 
unit — or While adding the electrical-potential-difference detecting element which detects 
the electrical potential difference of Hazama of one electrode of one of said two electrodes, 
and the circuit gland of said data communication unit, and the recovery section which restores 
to the signal detected by this electrical-potential-difference detecting element It is 
characterized by having added the function to input the recovery data from this recovery 
section into said storage section to said control section, and enabling transmission of the 
data of said authentication equipment to said data communication unit. 

[0010] Invention according to claim 3 is a he authentication system according to claim 1 or 2, 
and is characterized by preparing the constant current control section which controls said 
electrical-potential-difference impression section to become a predetermined value about the 
amount of currents which flows to inter-electrode [ said / two ] in said data communication 
unit. 

[0011] It is a he authentication system according to claim 1 to 3, and in said authentication 
equipment, it is the optical fingerprint read station in which said fingerprint read station 
reads a fingerprint with an optical means, said received electrode is a transparent electrode, 
and invention according to claim 4 is characterized by reading a fingerprint by said optical 
fingerprint read station through this transparent electrode. 

[0012] Invention according to claim 5 is characterized by being a he authentication system 
according to claim 1 to 4, and being data with which the fingerprint data in said storage 
section were compressed. 

[0013] Invention according to claim 6 is characterized by being a he authentication system 
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according to claim 1 to 5, and the fingerprint data in said storage section being simplified 
data in which the description of a fingerprint is shown. 

[0014] Invention according to claim 7 is characterized by being a he authentication system 
according to claim I to 6, and being data with which the fingerprint data in said storage 
section were enciphered. 
[0015] 

[Embodiment of the Invention] him who starts the gestalt of operation of this invention 
hereafter — an authentication system is explained based on drawing 1 thru/or drawing 5 . 
[0016] drawing 1 — him of the gestalt of operation of the 1st of this invention — the block 
diagram showing an authentication system —it is — drawing 1 (a) — him -- the block diagram 
and drawing 1 R> 1 (b) which show the data communication unit of an authentication system — 
him — it is the block diagram showing the authentication equipment of an authentication 
system. 

[0017] As shown in drawing 1 (a), a data communication unit 1 The storage section 10 which 
memorizes the fingerprint data as a user's proper data (ID data) and this user's living body 
data, The electrical-potential-difference impression section 40 which impresses an electrical 
potential difference between the electrode 20 and electrode 30 which have been arranged so 
that a user's body may be faced, and this electrode 20 and an electrode 30, It comes to have 
the control section 60 which performs input/output control of the data of the storage section 
10, and the modulation section 50 which modulates the output signal from a control section 60, 
and outputs a modulating signal to the electrical-potential-difference impression section 40. 
As shown in drawing 1 (b), moreover, authentication equipment 2 The received electrode 70 
which receives the signal from the electrodes 20 and 30 of a data communication unit 1, The 
fingerprint read station 100 which reads a user's fingerprint, and the 
electrical-potential-difference detecting element 80 which detects the input signal of the 
received electrode 70, While collating the recovery section 90 which restores to the input 
signal detected by the electrical-potential-difference detecting element 80, and said ID data 
(ID data memorized by the storage section 10 of a data communication unit 1) outputted from 
the recovery section 90 and ID data registered beforehand Said fingerprint data (fingerprint 
data memorized by the storage section 10 of a data communication unit 1) outputted from the 
recovery section 90 and the fingerprint data outputted from the fingerprint read station 100 
are collated. It comes to have the operation part 110 which attests a user by the collating 
result of ID data, and the collating result of fingerprint data. 

[0018] Here, the part of the arbitration a user's body is equipped with a data communication 
unit 1, and as above-mentioned, electrodes 20 and 30 are installed so that a user's body may 
be faced. Authentication equipment 2 is touched by a user's Lord at a hand, the part or finger 
of a hand contacts the received electrode 70, and a user's finger contacts the fingerprint 
read station 100. 

[0019] Next, actuation of he authentication is explained. If a user touches the received 
electrode 70 and the fingerprint read station 100 of authentication equipment 2, in a data 
communication unit 1, a user's ID data and fingerprint data which are memorized by the storage 
section 10 will be outputted by the control section 60, this output signal will be modulated 
in the modulation section 50, and this modulating signal will be transmitted through the 
electrical-potential-difference impression section 40, an electrode 20, and an electrode 30. 
With authentication equipment 2, the sending signal from a data communication unit 1 is 
received by the received electrode 70, this input signal is detected as a voltage signal by 
the electrical-potential-difference detecting element 80, it gets over in the recovery section 
90, and this voltage signal is inputted into operation part 110. On the other hand, in the 
fingerprint read station 100, a user's fingerprint data are read and this fingerprint data is 
also inputted into operation part 110. 

[0020] While collating ID data (ID data memorized by the storage section 10 of a data 
communication unit 1) contained in a sending signal from a data communication unit I, and ID 
data beforehand registered into operation part 110 in operation part 110 It is outputted from 
the fingerprint data (fingerprint data memorized by the storage section 10 of a data 
communication unit 1) and the fingerprint read station 100 which are contained in this sending 
signal, and the ****** data inputted into operation part 110 are collated. Actuation which 
attests a user by the collating result of ID data and the collating result of fingerprint data 
is performed. 

[0021] thus, the gestalt of the 1st operation — setting — collating of ID data, and 
collating of fingerprint data — the mutual fault of a both collating means — compensating — 
suiting — him, while being able to prevent reduction and "spoofing" of the rate of refusal, 
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or the rate of others acceptance Since the communication link which made the body the 
transmission line is performing transmission of ID data from the data communication unit 1 to 
authentication equipment 2, and fingerprint data, the effectiveness that data transmission can 
be performed only by a user touching the received electrode 70 of authentication equipment 2 
is done so. If the fingerprint read station 100 and the received electrode 70 are arranged in 
authentication equipment 2 so that it may approach mutually as especially shown in drawing 2 , 
a user can touch the fingerprint read station 100 and the received electrode 70 at 
coincidence, and can perform collating by ID data, and collating by fingerprint data to 
coincidence, therefore, collating according to ID data by very easy actuation and collating by 
fingerprint data — him — it can attest. 

[0022] In addition, if attached to radical Motohara ** which transmits data from a data 
communication unit 1 by making the body into a transmission line to authentication equipment 
2, it is the same as what is indicated by Japanese Patent Application No. No. 186005 [11 to ] 
by the applicant for this patent. 

[0023] moreover, him of the gestalt of this 1st operation — an authentication system can be 
used for not only an alternative of an ATM card or a credit card but a close leaving 
managerial system, various keyless entry and a computer, the security of a personal digital 
assistant (a cellular phone is included), etc. 

[0024] drawing 3 — him of the gestalt of operation of the 2nd of this invention — a showing 
[ an authentication system ] block diagram —it is — drawing 3 (a) — him — the block 
diagram and drawing 3 (b) which show the data communication unit of an authentication system 

— him — it is the block diagram showing the authentication equipment of an authentication 
system. 

[0025] As shown in drawing 3 (a), a data communication unit 1 the 1st configuration of the 
gestalt ( drawing 1 (a)) of operation — the electrical potential difference of Hazama of the 
electrode 20 of a data communication unit 1, and an electrode 30 — or While adding the 
electrical-potent i al-di f ference detecting element 45 which detects the electrical potential 
difference of Hazama of one electrode of either an electrode 20 and the electrode 30, and the 
circuit gland of a data communication unit 1, and the recovery section 55 which restores to 
the signal detected by the electrical-potential-difference detecting element 45 The function 
to input the recovery data from the recovery section 55 into the storage section is added to a 
control section 60, and it enables it to receive the transmit data from authentication 
equipment 2. Moreover, said authentication equipment 2 adds the 

electrical-potential-difference impression section 85 which impresses an electrical potential 
difference between the received electrode 70 and the circuit gland of authentication equipment 
2, and the modulation section 95 which modulates the signal from operation part 110 and 
outputs a modulating signal to the electrical-potential-difference impression section 85 to 
the 1st configuration of the gestalt ( drawing 1 (b)) of operation, and enables it to transmit 
data to it from authentication equipment 2, as show in drawing 3 (b). 

[0026] According to the configuration of the gestalt of this 2nd operation, if a user touches 
the received electrode 70 of authentication equipment 2, various kinds of data held or 
registered in the operation part 110 of authentication equipment 2 will be modulated in the 
modulation section 95, and this modulating signal will be transmitted through the 
electrical-potential-difference impression section 85 and the received electrode 70 (here, it 
is used for transmission). In a data communication unit 1, the sending signal from 
authentication equipment 2 is received by an electrode 20 and the electrode 30 (here, it is 
used for reception), this input signal is detected as a voltage signal by the 
electrical-potential-difference detecting element 45, it gets over in the recovery section 55, 
and this voltage signal is inputted into the storage section 10 by the control section 60. 
That is, in addition to actuation of the gestalt of the 1st operation, data transmission from 
authentication equipment 2 to a data communication unit 1 can also be performed. In other 
words, two-way communication of data can be performed in a data communication unit 1 and 
authentication equipment 2. 

[0027] thus — since two-way communication of data can be performed — him — after attesting, 
the effectiveness that various data can be exchanged by Hazama of a data communication unit 1 
and authentication equipment 2 is done so. thereby — the exchange of important information, 
such as an exchange of cybermoney and an exchange of extra sensitive information, — certain 

— him — after attesting, it comes to be able to do and is safe for a user. Moreover, the 
fingerprint data which read initial registration of the fingerprint data in a data 
communication unit 1 (storage section 10) with authentication equipment 2 (fingerprint read 
station 100) can be performed by transmitting to a data communication unit 1. 
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[0028] In addition, although he is trying to detect the electrical potential difference of 
Hazama with the electrode 20 of a data communication unit 1, and an electrode 30 by the 
electrical-potential-difference detecting element 45, you may make it detect the electrical 
potential difference of Hazama of the electrode of either an electrode 20 and the electrode 
30, and the circuit gland of a data communication unit 1 with this operation gestalt. 
Moreover, if attached to radical Motohara ** which transmits data from authentication 
equipment 2 by making the body into a transmission line to a data communication unit 1, it is 
the same as what is indicated by Japanese Patent Application No. No. 339131 [11 to ] by the 
applicant for this patent. 

[0029] furthermore, him of the gestalt of the 2nd operation in which this bidirectional data 
transmission is possible -- an authentication system can be used for various applications 
currently assumed with the IC card, such as a settlement system by cybermoney, an electronic 
license, and an electronic health insurance card. 

[0030] drawing 4 — him of the gestalt of operation of the 3rd of this invention — it is the 
block diagram showing the data communication unit of an authentication system. With this 
operation gestalt, the constant current control section 120 which controls the 
electrical-potential-difference value impressed to an electrode 20 and an electrode 30 is 
provided so that it may become the defined value with the amount of currents which flows 
between the electrode 20 of a data communication unit 1, and electrodes 30. The impedance 
component of the interface of the body, the body, and an electrode changes with every 
individual and parts, and changes with conditions of the occasional skin also by the same 
person's same part. That is, even if it is performing the same electrical-potential-difference 
impression, the flowing amount of currents will change, and data communication becomes 
impossible when there are too much few the amounts of currents. Then, the difference by the 
individual, the part, a skin condition, etc. can be absorbed now by forming the constant 
current control section 120 which controls an electrical-potential-difference value so that it 
may become the defined value which has the amount of currents which flows between an electrode 
20 and electrodes 30 in the electrical-potential-difference impression section 40, and the 
data communication stabilized more becomes possible. Moreover, control of such an 
applied-voltage value is important also from a viewpoint of safety. That is, if not much many 
currents flow the body, since it is dangerous, the safety to the body is securable here by 
setting up the current value within safe limits in the constant current control section 120. 
[0031] In addition, although the constant current control section 120 is applied to the data 
communication unit 1 of the gestalt of the 2nd operation, you may apply to the data 
communication unit 1 of the gestalt of the 1st operation here. 

[0032] drawing 5 — him of the gestalt of operation of the 4th of this invention — it is 
outline drawing of the authentication equipment of an authentication system. Transparent 
electrodes, such as IT0 (Indium Tin Oxide: indium stannic acid ghost), are used for the 
received electrode 70 of authentication equipment 2, a fingerprint shall be read for the 
fingerprint read station 100 with an optical means, it arranges so that the received electrode 
70 may be piled up on the fingerprint read station 100, and he is trying to read a fingerprint 
by the fingerprint read station 100 through the received electrode 70 (transparent electrode) 
with this operation gestalt. thus, by carrying out, both collating of ID data and collating of 
fingerprint data make to coincidence only by a user putting a finger on the fingerprint read 
station 100 — having — him -- it can attest. 

[0033] furthermore, in the gestalt of each operation of this invention, it is good also as the 
data which compressed the fingerprint data which the storage section 10 of a data 
communication unit 1 is made to memorize, or simplified data in which the descriptions of a 
fingerprint, such as etc., branching — breaking off — are shown. By doing in this way, the 
amount of data of fingerprint data decreases and the time amount which memory space not' only 
decreases, but data communication takes can also be shortened now. Moreover, it is good also 
as data which enciphered fingerprint data. By doing in this way, security nature can be made 
high more. 
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DESCRIPTION OF DRAWINGS 



[Brief Description of the Drawings] 

[Drawing 11 him of the gestalt of operation of the 1st of this invention — it is the block 
diagram showing an authentication system, and (a) is the block diagram showing a data 
communication unit, and (b) is the block diagram showing authentication equipment. 
[Drawing 2] It is outline drawing of the authentication equipment concerning the gestalt of 
operation of this invention. 

[Drawing 31 him of the gestalt of operation of the 2nd of this invention — it is the block 
diagram showing an authentication system, and (a) is the block diagram showing a data 
communication unit, and (b) is the block diagram showing authentication equipment. 
[Drawing 41 him of the gestalt of operation of the 3rd of this invention — it is the block 
diagram showing the data communication unit of an authentication system. 
[Drawing 51 him of the gestalt of operation of the 4th of this invention — it is outline 
drawing of the authentication equipment of an authentication system. 
[Description of Notations] 

1 Data Communication Unit 

2 Authentication 
10 Storage Section 
20 Electrode 

30 Electrode 

40 Electrical-Potential-Difference Impression Section 
45 Electrical-Potential-Difference Detecting Element 
50 Modulation Section 
55 Recovery Section 
60 Control Section 
70 Received Electrode 

80 Electrical-Potential-Difference Detecting Element 

85 Electrical-Potential-Difference Impression Section 

90 Recovery Section 

95 Modulation Section 

100 Fingerprint Read Station 

110 Operation Part 

120 Constant Current Control Section 
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